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(54) System and method for corrtrofling the use of a package of distributed application software 



(57) A system for permitting only an authentic user 
to play a desired application contained in a distributed 
application package in one of predetermined operation, 
e.g., free play mode, charged mode, nmft-attached play 
mode, etc. The system comprises a client for playing an 
application under the control of a server connected with 
the dient through a communication network. The appli- 
cation package (the volume) includes a distribution 
descriptor which contains mode codes assigned to the 
volume and the applications of the volume. The data of 
distribution descriptor is decided and stored in the 
descriptor at the time of distribution of the volume. This 
feature makes the system flex&e. There is also dis- 
closed a system operatable without cornrrwnicating with 
a server. 
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Description 

BACKGROUN D OF THE INVENTION 

1. Field of the Invention 

The invention generally relates to a security system and, more specifically, to a method end system for permitting 
an authentic user to use charged information which has been distributed via package or transmission media white 
charging and controlBng the use of distributed charged information. 

2. Description of the Prior Art 

In order to use charged information such as music, movies, games, etc. provided by information providers that pro- 
vide various programs of such charged information, a user has gener^^ 

step), the user obtains a desired program from one of the information providers by purchasing a package meo3a such 
as an FD (floppy disc), an optical disc (e.g., CD-ROM (compact else read only memory) and DVD (cfigfed versatile disc 
or video disc)) . etc. on which the desired program is recorded (off-fine distribution or obtaining) or by down loading the 
desired program from the server computer of an information provider through a predetermined procedure (on-fine dis- 
trfcution or obtaining). In case of the on-line obtaining, the user may eitfier play the program while obtaining it (i.e.. the 
two steps are executed in parallel) or store the program while obtaining It in the fkst step and execute the program later 
as the second step (or using step). In case of the off-line obtaining, in the second step the user loads the obtained 
recording meoSa into an appropriate device and directly plays (or executes) the progjam or once stores the program into 
the memory of the device and then plays the program. 

Japanese Patent unexamined publication No. Hei7-295674 (1995) discloses a security system for use in the sec- 
ond or using step for a CD-ROM. In this system, the user can use encrypted information which is recorded togetfier with 
a public key of atoll center (a center public key) on a CD-ROM by encrypting with the center pubCc key and sendng a 
code of desired program included in the information and a user-generated key to the information provider and by 
decrypting the information with an encryption key which has been encrypted with the user-generated key and sent by 
the information provider. However, the identity of the user is not verified, permitting a mala fide user who have obtained 
other person's CD-ROM to use it Further, the center public key is pressed together with the encrypted information on 
the CD-ROM. This makes it difficult to change the center public key. Also, this causes Afferent providers who probably 
want to use different center public keys to force the CO-ROM manufacturer to use different masters (or stampers) in 
pressing the CD-ROMs. 

Japanese Patent unexamined publication No Hei7-2885l 9 (1 995) discloses a security system for use in both the 
first and second steps. However, this system is only applicable to a system in which charged information iscfistnbuted 
on line- 
Japanese Patent unexamined publication No. Hei8-54951 (1996) discloses a system in which the quantity of used 
software is nxwitored. and further sd 

Since a dedicated hardware is necessary for impecSng of software use, this system is only suitable for the use in a 
server in a on-line distribution system 

There is also a system for permitting a user to use, only for a trial period, software which has been distributed with 
data Defining the trial period. In this system, a mala fide user may make the software reusable by installing the software 
again or setting the user system clock for a past time. 

There are these and other programs in the art. It is an object of tie invention to provide a system for permitting only 
an authentic user (a user who have legally obtained charged information either on line or off line from an information 
provider) to use the charged Information without any limitation, charging for each time of its use, a within the tolerance 
of a use-limiting factor (e.g., the quantity used, the days elapsed since the day of its purchase or the current date) 
according to the type of the charged information. 

SUMMARY QF THE INVENTION 

Accortfing to the principles of the invention, it is assumed that charged information or an application package is dis- 
tributed, either via package (or recording) media or via transmission media, together with at least control information 
such as a media title and a media code, etc. However, an illustrative embodiment wiH be descnoed mainly in conjunction 
with charged information recorded on and distnbuted by means of the DVD. 

For any type of charged information, charged information has been encrypted with a key and recorded on a DVD 
when obtained by a user. If distnbuted charged information to be played is of the ihnitfessr/ playable type, the charged 
information processing is achieved in the following way : the key is first obtained in a user public key-encrypted form from 



EP0840194A2 



the DVD on which the key has been recorded at the time of selling the DVD; the user public key-encrypted key is 
decrypted with a user secret key stored in a rC card into a decrypted key; and the encrypted charged information is 
decrypted with the decrypted key and consumed (that is, played or executed). The user-pubfic key-encrypted key may 
be obtained on Hne from the server serving the client (device). 

tf distrtouted charged information to be played is of the usage-sensitive charging type, the user rs charged for each 
time of using the information, tn this case, prior to processing the charged information, the client double-encrypts and 
sends a user's credit card number to one of the to 11 servers of the provider of the information; the server adds an 
amount (e.g., ptay time or duration} used associated with the information to the value *i a total amount (software meter) 
field in a volume data table, and sends the updated total amount value to the client; and the cGent cfeplays the updated 
total amount. Then the client starts the charged information processing. 

If distributed charged information to be played is of the limit-attached type, that is, the use of the information is to 
be limited by the tolerance of a certain limiting factor concerning the Information consumption, then the client is permit- 
ted to consume the charged information only if the use-limiting factor is within the preset limit In case of this type of 
charged information, prior to processing the charged information, the client sends the identifier (ID) code of a user spec- 
ified appficabon which is recorded on the DVD to the server; on receiving the ID code the sever tests if the use-limiting 
factor associated with the user specified application is within the preset limit if not then the server informs the cfient of 
the test result, and the client displays the test result; if the test was successful, then the server updates the meter (or 
integrated value) of the use-limiting factor and sends the updated value to the client and in response to the reception 
of the updated value the client displays the updated value. Then the dient starts the charged information processing. 

PRIEF DESCRIPTION OF ™E PRAWINO 

Further objects and advantages of the present invention wiH be apparent from the following description of the pre- 
ferred embodiments of the invention as illustrated in the accompanying drawings, In the drawing. 

FIG. 1 is a block diagram showing an arrar>gem application 

package on the terms of use of the package wrth a ragr»ersecumyaccor<ing 

invention; 

FIG. 2 is a diagram showing an exemplary structure of an appfication (or a charged information) package recorded 
on a DVD used in the inventive system; 

FIGs. 3 and 4 are cfiapams shewing, in a detailed form, exemplary data structures of the vofumedescriptor 22 and 
the distribution descriptor 23, respectively; 

FIG. 5 is a flow chart of a volume control program for playing the applications) recorded on the DVD according to 
the principle of the invention; 

FIG. 6A is a cfagram showing an exemplary structure of a volume data table stored in a server shown in FIG. 1; 
FIG. 6B is a dagram showing an exemplary structure of a appficatton data table stored in a server 8; 
FIG. 7 Is a diagram showing a structure of a server table 75 stored to the EEPROM 103 of toe client 2; 
FIGs. 8A and 8B are flow charts of initial routines executed interactively by the cfient 2 and the server 8. respec- 
tively, at the beginning of the processes 650, 700 and 800. 

FIG. 9 is a flow chart showing a procedure of a free play process shown as step 650 in FIG. 5, wherein connecting 
adjacent blocks by two flow lines indcates that each block is executed imeractively by a client and an associated 
server; 

FIGs. 10Aand 10B a/efkweham jotrrtty stk^ expected play time Worming 

routines interactively executed; 

FIGs. 1 1 A and 1 1 B are fbw charts jointly showing a procedure formed of exemplary timed play and metered usage 
report routines interactively executed for playing an appficatton while timing the duration and displaying a timed play 
duration after the play; 

FIGs. 1 2A and 1 2B are fk** charts jointly showing a procedure formed of exemplary timed appfication-play subrou* 

tines interactively executed for playing the application while timing the duration; 

FIGs. 13Aand13B are fkwv charts jointly stowing a procedure formed of alternate ti 

tines interactively executed in which timing of play time is achieved with a timer in the dient; 

FIG. 14 is a flow chart of an exemplary application ptey subroutine called in steps 612 and 622 of FIGs. 12Aand 

1 3A. respectively, and executed by the controller 100; 

FIG. 15 is a flow chart showing a procedure of a charged play process 700 shown as step 700 in FIG. 5, 

FIGs. 16A and 16B are flow charts jointly showing a procedure formed of exemplary expected charge informing 

routines interactively executed; 

FIGs. 17A and 1 7B are flow charts jointly showing a procedure formed of routines interactively executed in block 
650 of FIG. 15; 



3 



EP 0 840 194 A2 



FIGs. 18A and 1 8B are flew charts jointly showing a procedure formed of exemplary timed play and metered charge 
report routines interactively executed for playing an application while timing the duration and displaying a charge 
and a total wnount of charges after the play; 

FIG. 1 9 is a flow chart showing a procedure interactively executed by the dient 2 and the server 8 in tiie operation 
block 800 of FIG. 5, wherein blocks connected with two flow fines indicates that operation of the blocks is done by 
the two elements 2 and 8; 

FIGs. 20A and 20B are a key-encrypting key table and a user's public key table, respectively, stored in the server; 
and 

FK3. 20C is a flow chart of a process for obtaining the application encrypting key K,, from the server 8; 

FIG. 21 is a block diagram of an exemplary decipherer-fcuih-in \C card IF according to the invention; 

FIG. 22 is a diagram showing a K, decoder used in place of the Ky decoder 1 26 of FIG. 21 in a system 1 using the 

cryptosyslem of FIG. 20C; 

FIG. 23 is a diagram for explaining the meanings of the terms-of-use (TOU) codes and the (responding limit val* 
ues; 

FIG. 24 is a block diagram showing an arrangement of a system for playing a cfistrbuted application package on 
the terms of use of the package without communicating with any server according to a second illustrative embodi- 
ment of the invention; 

FIG. 25 is a flow chart schematically showing an exemplary control program executed by the controller 100a shown 
in FIG. 24; 

FIGs. 26 and 27 are flow charts showing an operation of a free play mode shown in step 650a of FIG. 25 in a 
detailed form and a further delated form, respectively: and 

FK3. 28 is a flew chart showing an operation of a fintf .attached play mode shown in step 800a of Fia 25. 
DETAILED DESCRIPTION OF THE PREFERRED E MBODIMENTS 

For the sake of better understanding of thefoltcwing description, it w3i be useful to define some terms to be used. 

Charged information provided by an information provider may be distributed off-line (in off-line cSstrfoution) or on- 
line (in on-line cistrfaution). In off-line distribution, the charged information is recorded on package mafia or recording 
media, and distributed through the sales network of the provider, that is. sold at stores in the sales network The pack- 
age media include all sorts of portable recording media such as various types of magnetic discs, a variety of optical 
rnemory discs (e.g., CD, CD-ROM, DVD), and magnetic tapes and cartridges. In on-fine cSstribution, the charged Infor- 
mation is transmitted via transmission mecSa from the servers at the service points of the provider and the cSstributors 
aligned with the provider to the client device (e.g., PC (personal computer)) of the user who requested the charged 
irformation. and stored in a recording media of the client (device). The transmission media include any telecommuni- 
cation channels which permit data communication between the servers and the cfierrt device. The package media and 
the transmission media are hereinafter referred to en bloc as "distribution media". 

The charged irrformation may be any type of software such as music, movies, games, etc. which are each referred 
to as an "application" without discrimination. The distribution unit of charged information is referred to as a "charged 
information package" or an "application package*. There may be included one or more applications in an application 
package. 

The present invention relates to a system for permitting a user to use a distributed application package on the terms 
of use of the package with a higher security. 

Embodiment I 

For the purpose of simplicity, a first iflustrative embedment wifi be descrfoed in which package mecfia, among other 
things, DVDs are used as dstribution media. 

FIG, 1 is a block diagram showing an arrangement of a system for permitting a user to use the application(s) 
recorded on a DVD on the terms of use of the DVD with a higher security according to the first illustrative embedment 
of the invention. In FIG. 1, the system 1 oomprises a client or DVD player 2 which plays a DVD 3, a telecommunication 
network 4, and a server 8 at a toll center of the provider 6 which provides the application package of the DVD 3. 

FIG. 2 is a diagram showing an exemplary structure of an application (or a charged information) package 20 
recorded on the DVD 3 used in the inventive system 1. In FIG. 2, the appfication package 20 comprises at least one 
application 21 f a volume (or package) descriptor 22 corrprising data concerning the application package 20 . and a cfe- 
trfcution descriptor 23 comprising data which is determined mainly at the time of, e.g., distribution or sales after the 
pressing of the DVD 3. (The volume descriptor 22 and the distribution descriptor 23 constitutes the volume control data 
of the volume 20.) In this ernboriment it is assumed that a volume (or package) control program which controls the use 
of the application package 20 in cooperation with the server 8 is included in and distrfcuted with the application package 
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20. This, the application package 20 further comprises the package control program 24 suited for the terms of use of 
the package 20. The appficatk>n(s) 21 , the volume descriptor 22 and the package (or volume) control prog-am 24 are 
recorded in the data area of the DVD 3 at the time of nrenufecturing the DVD 3, while the distribution descriptor 23 is 
recorded in the burst cutting area at the time of, e.g.. sales of the DVD 3. 

s FfGs. 3 and 4 are diagrams showing, in a detailed form, exemplary data structures of the volume descriptor 22 and 
the distribution descriptor 23, respectively. In FIG. 3, the volume descriptor 22 at least contains a volume identifier 
(VID V ) 25 which the title of the application package 20 is probably used for and which is the same as the application 
identifier if the package or volume 20 contains only one application; a provider identifier 26; volume creation date and 
time 27 which may be used for the base point by which volume expiration data and time as descrtoed later is deter- 

w mined; and volume effective date and time 28 indicative of date and time until which the volume 20 is available, If the 
volume 20 oontains more than one applications, the volume descriptor 22 further contains appfication identifiers 
(AID a 's)29. 

In FIG. 4, the distribution descriptor 23 comprises the fields of: a volume issue number (NQyJ 30 which contains a 
serial number given to each of the distributed application packages of an identical volume identifier (volume ID or title) 

is VID V in the order of distribution; a server public key (PKJ 31 the data of which is given by the server 6 at a toll center 
of the provider 6; a PKy (user-public-key)-encrypted application-encrypting key (Ky) 32; and sales date and time 33. The 
key PK» 31 field contains a key which has been used in encrypting each application 21 in the package 20 and which 
has been encrypted with a user public key (PKJ of the user who has legally obtained the package 20. Appropriate data 
are recorded in all of the fields 30 through 34 at the time of distribution of the package 20. La. at the time of sales of 

20 the DVD 3 in this embodiment. 

The distribution descriptor 23 further comprises the field 34 of terms-of-use code (mode code) plus limit value for 
the volume (the volume limit value field) and, for each of the application IDs 29, the fields 35 of terms-of-use code plus 
limit value for the application ID 29 (application limit value field). If terms of use are set only to the volume 20. there is 
no need of the field 35. rf terms of use are set to each application, the field is empty. 

26 FIG. 23 is a diagram for explaining the meanings of the terms-of-use (TOU) codes and the corresponding limit val- 
ues. In FIG. 23, the terms-of-use code may be, e.g., one byte in length. The higher digit (X) of the TOU code incficates 
the target to which the terms of use is applied as shown in table 36. That is. higher cfgits of 0, 1, 2,... tncfcate tiiat the 
TOU codes beginning with those digte are for the entire volume, application 1 , application 2 and so on. The tower digit 
(Y) of the above mentioned terms-of-use code indicates the terms of use of the package 20 or the application 21 to 

30 which the code is set, and is directly followed by a corresponding limit value as shown in table 37 of FJGL 23. Spedficaly. 
the terms-of-use code (or TOU code)of 00H means, for example, that the volume 20 is usable freely after (fistributton. 
The value *31H* means, tor example, that the application 3 to which the TOU code is set can be used by paying per unit 
of play duration. The lower digit of 2H or more means that the volume 20 or the application to which the TOU code is 
set can be used freely untfl the corresponding limit value are readied, which dsables further use. As seen from the 

as table, the use-limiting factors determined by the TOU codes whose lower digits are 2H to 5H are the current date and 
time, the expiration date and time, the amount of used period, and the access count respectively. 

Since the data of the distribution descriptor 23 can be set as described above, this provides both the providers and 
the users with more flexfcility then conventional system can provida 

Again in FIG. 1, the DVD player 2 comprises a controBer 100 for controlling the entire DVD player 2; data bus 102 

40 connected with the not-shown CPU (central processing unit), not-shown ROM (read-only memory). RAM (random 
access memory) 101, and EEPROM (electrically erasable programmable ROM) 103 included in the controller 100; 
human interfaces (IFs) 1 10 including input devices such as a keyboard, a voice recognition device, a mouse, a remote 
controller, etc. ; an IC card interface (IF) 120 for connecting the bus 102 with the ROM (not shown) in a IC card 5; a DVD 
driver 130 tor reading out the data recorded on the DVD 3 and for demodulating and erro^correcting the read data; a 

45 video and audio output IF 140 for receiving a MPEG 2 bit stream and oufcutting a video and audio ou$ut signals; a 
display device 146; a loudspeaker 1 48, and a communication IF 1 50 for cxtrniunicattng through the pubHc telecommu- 
nication network 4. The IC card 5 stores a user's password P W u and a user's secret key SKy which corresponds to the 
user's public key PKu mentioned in conjunction with the PKu-encrypted AP-encrypting key (Ky) contained in the field 32 
of the drstnbution descriptor 23 recorded in the burst cutting area of the DVD 3. The video and audio output IF 140 

so includes a MPEG 2 video decoder 142 and a MPEG 2 audio decoder 1 44. 

As for obtaining the DVD 3, there may be some ways. If one is to buy a DVD 3, e.g. ( at some book store or through 
mail order, he or she has to have the Pt^-encrypted version of an appfiratton-erxTypting key (Ky) recorded in the burst 
cutting area of the desired DVD 3 by notifying his or her public key PKu which corresponds to his a her secret key SK^ 
stored in the IC card 5. If one is a member of a DVD distribution service, he or she can obtain a DVD with a Prv 

55 encrypted AP-encrypting key recorded without notifying the PKu each time of obtaining because he or she must have 
notified the PK^ when he a she applied for the service. 

In operation, the user first sets a desired DVD 3 in the DVD driver 1 30 of the DVD player 2, and issues a start com- 
mand to the DVD player 2 through an appropriate human IF 110. In response to a receipt of the start command, the 
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controller 1 00 reals the volume control program 24 from the data area of the DVD 3 through the DVD driver 130 whHe 
loading the read program 24 into the RAM 101 of the controller 100, and then executes the volume control program 24. 

FIG. 5 te aftow chart erf the volume control program 24 tor playing the application^) 21 recorded on the DVD 3 
according to the principle of the invention. In FIG. 5, the controller 100 first checks the AID1 field to see if the volume 
s 20 contains a single application in step 500. If not, then the controller 100 displays the application IDs in the field 29 and 
prompts the user to select a desired one ol the applications in step 502, and waits for the selection in step 504. If any 
application is selected in step 504, the controller 100 registers the application ID of the app&ation as the application to 
be played in step 506 and proceeds to step 508 to check the fieW 35 erf the terms^H^ 

the selected application to see if the field is empty. (fso,thecontrofler 100 proceedsto step 510 to readme volume limit 
w field 34. 

On the other hand, if the test result is YES in step 500, then the controller 100 registers the volume ID as the appli- 
cation to be played in step 512, and reads the volume Nmrt value 34 in step 510. 

If the step 510 is completed or the test result of step 508 is NO, then the controller 100 checks the terms-of-use 
(TOU) code to see if the lower digit of the TOU code is 0 m step 514. tf so, then 
/£ free of charged step 650. and otherwise makes another check to see if tte^ in step 516. 

H so, the controller 100 plays an application in a usage-sensitive charging instep 700, and otherwise frf the lower cfigit 
of the TOU code is 2 or more) play an application only when the software meter of a use-Jimitjng factor is under a preset 
value in step 800. On completing any of the steps or processes 650 through 800, the controller 100 ends the program 
24. Thus, the DVD player 2 plays a program specified by the user according to the terms of use determined by the TOU 
20 code which has been set to either the application package or the specified application. 

The processes 650, 700 and 800 are executed t nteracovely with an associated server a The servers 8 need vari- 
ous data for executing these processes, and store such data in the form of tables. 

FIG. 6A is a diadem showing an exemplary structure of a volume data table stored in a server 8. In FIG. 6A, Each 
of the records of the volume <^tabte 60 comprises volurne ID (VIDJ and issue No. (NOvJ fields. The combination of 
25 VIDy and NG^ serves as the user ID of the user of the application package 20 or the DVD 3. For this reason, the table 
60 has> for the members or subscribers of DVD distrbution service or the tike, personal data fields which contains, for 
example, a member ID, a name, an address, etc. Each record further comprises a volume minute meter field (VM- 
METER^) containing a software meter of play duration in minute which is attached to (or associated with) the volume 
20; a volume charge meter (VC-METEfVJ containing a software charge meter which is attached to the volume 20; a 
so limit value (LV V J containing a limit value associated with the TOU code (e.g., the effective date and time, the allowable 
expiration date and time, the allowable access, etc.); a limit value meter (LV-METERyJ; an application ID (AIDy+J field 
containing the title of the appfication; an application minute meter (AM-METEIVJ field containwg a software meter of 
play duration in minute which is attached to the application of AID v+a ; an app&cation charge meter (AC-METE IVu) 
f ield for a software meter of play duration in minute which is attached to the application of AID^; a fimit value (LvV+J 
35 containing a limit value associated with the TOU code; and a limit value meter (LV-METEfVj). 

FIG. 6B is a ciagram showing an exemplary structure of a application data table stored in a server 8. In FIG. 6B, 
the application data table 70 comprises the fields of, for example, an application code (ACODEJ, an appfication title 
(AIDJ. a duration (D). a rate-pe-access (RATE/ACCESS), an access count, a minute meter, etc. The duration is a 
period of time what it takes to play tfie application. The rate per access is a charge for a play of the whole appScation, 
40 which is used tor informing the user of an expected play duration prior to a play. The rate per unit time is a charge for a 
unit time of play, which is used for the calculation of a charge for an actually tkned play duration. The access count and 
minute meter fields contains the number of accesses to the appfication and a totei amount of play time, which are not 
necessary for the present invention but will be used in statistical calculations for the analysis of, e.g., the tastes. 

FIG. 7 is a diagram showing a structure of a server table 75 stored in the EEPROM 1 03 of the client 2, In FIG. 7, 
45 the fields of the table 75 comprises a server public key (PKJ, a server ID (SIDJ. a server network address (SADDJ, 
etc. this table 75 is used for associating the sever public key (PKJ contained in the Distribution descrptor 23 recorded 
in the burst cutting area of the DVD with the ID and the network address. 

Play an Application Free of Charge 

50 

The initial routines of the processes 650, 700 and 800 are the same. 

FK3s. 8A and SB are flow charts of initial routines 80a and 80b which are executed interactively by the client 2 and 
the server 8. respectively, at the beginning of the processes 650, 700 and 800. In FIG. 6, the controller 1 00 of the client 
or the DVD 2, in step 82, sends a service request with trra network address CADD C of the cfient or DVD 2. the TOU code 
55 plus fimit value, the volume ID (V1D V ), the issue number (NO v J, the application ID (AID^J, and other data to the asso- 
ciated server 8 the ID of which is SiD 8 (SID a is obtained from the table 75 in FIG. 7 by using the public key recorded on 
the DVD 3). and in step 92 wafts for a response from the server (SIDJ 8. H there is a response from the server (SIDJ, 
the client 2 proceeds to the next step through a circle with "A" therein. 
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On the other hand, in FIG. 8B, the server 8 of SID 6 receives the message from the client 2, that is. the service 
request and the accompanying data and stores date in a predetermined location for subsequent use in step 84. Then, 
the server 8 searches the table 60 for a record which contains VIDy and NO^ in the volume ID and issue No. fields 
thereof, respectively in step 86. H the search is unsuccessful, then the server 8 adds the record tor VIDy and NO^ and 

5 fits relevant fields with A!D v + a and a (knit value, rf any, in the table 60 in step 88, and proceeds to step 90. Also, If the 
search in step 86 is successful the server 9 proceeds to step 90, where the server 8 selects a routine to execute next 
according to the value of the TDU code and enters the selected routine through a circle with "B" therein. In this case, if 
the TOU code » xOH (x: an arbitrary HEX number, the letter H in the last position indicates that the preceding number 
is in hexadecimal), then a routine for playing an application free of charge is selected, rf the TOU code = x1 H, then a 

io routine for playing an application in usage-sensitive charging is selected, ff the TOU code £ x2H, then a routine is 
selected which plays an application only if the software meter of a use-limrting factor is under a preset value. 

FIG. 9 is aftow chart stowing a pr^^ 5, wherein connecting 

adjacent blocks by two flow lines ind cates that each block is executed interactively by a cBent of CADD C and an asso- 
ciated server SID t as shown h detail later. If the TOU code is 0 in step 514 of FIG. 5. men the server (CADDJ enters 

is the free play process 650 as shown in FIG. 9, and the client and the server (SIDJ execute the initial routine 80 in block 
660. In block 670, they executes an expected play time informing routine, that c. displays an expected play time before 
playing an specified application. In block 680, they execute an application play and metered play time report routine. 
Since the routine 80 has been detaHed in FIG. 6, the expected play time informing routine and the app6cation play and 
metered play time report routine will be detailed 'm the following. 

so FIGs. 1 0A and 108 are flow charts jointly showing a procedure formed of exemplary expected play time informing 
routines 97a and 97b interactively executed by the client 2 and the associated server 8, respectively. In FIG. 108. the 
server 8 retrieves the duration (DJ of the application of AID V ^ from tte table 70 in a weU known manner in step 91. In 
the next step 92, the server 8 calculates an expected total amount of play time accortfing to the value of the TOU code. 
Specifically, if the TOU code isOxH, then the client adds the duration (DfJ and the value of the VM-METHR v .j field of the 

26 record identified by VI Dy and NO^i in the table 60. K the TOU code is axH (a: the application number of the specified 
application in the volume), then the dent adds the duration (DJ and the value of the AM-METER^ field of the record 
identified by VID V NO^,, and AID^ in the table 60. Then the server 8 sends the result to the cfient whose network 
address rs CADD C in step 93, and ends the process. 

On the other hand in FIG. 10A, the cfient 2 receives the irxxxTing message or the value of the updated meter in 

so step 94. In the next step 95, the value is drsplayed as the total amount of usage. Then the client 2 ends the process. 

In updating a relevant meter, a predetermined value of duration has been used in the just described routines of FIG. 
10 (a preset value metering system). This arrangement is suited mainly for such appficatiors as it takes a constant 
to play, and wiB not cause a problem unless the user discontinues the play. From this point of view, rt is preferable to 
actualy measure the playing toe in metering (a timed value metering system). However, it is also noted that the preset 

35 value metering system is useful in informing the user of expected play time prior to an actual playing. 

FIGs. 1 1 A and 1 1B are flow charts jointly showing a procedure formed of exemplary timed play and metered usage 
report routines 675a and 675b interactively executed by the client and the server, respectively, for playing an application 
white timing the duration and dsplayirtg a timed play duration after the play in the routine 675, the client and the server 
call a timed application-play subroutine for playing the application while timing the duration (play time) in step 200. 

40 Then the server 8 proceeds to step 210, where the client updates a relevant meter according to the TOU code in 
the same manner as in step 92 of FIG. 10B. SpecTically.rt the TOU cote ^ 

of the VM-METERyi field of the record identified by VID V and NO^i in the table 60. If the TOU code is axH (a: the appG- 
cation number of the specified application in the volume), then the play time is added to the value of me AM-METEIV 
^ field of the record identified by VID V NO v4 , arrf AID^ a m the tabte 60. TTw 
45 value of the updated meter (i.e., the total amount of play time) to the client whose network address is CADD C In step 
212. and ends the process. 

On the other hand, the client 2, after step 200, make a test to see if there is a response from the server of SID 6 in 
step 214. This step is repeated until the client 2 receives a caH from the server 8, when the client 2 receives the incom- 
ing message or the value of the updated meter in step 216: In the next step 21 8. the client 2 cfisplays the play time and 

bo the total amount of play time, and then ends the routine 675. 

FIGs. 1 2A and 12B are flow charts jointly showing a procedure formed of exemplary timed appficatkx>play subrou- 
tines 205a and 205b executed by the client 2 and the server 8, respectively for playing the appfcation while timing the 
duration. The server 8 of SID 6 waits for a notice in step 61 1 to see if the dient has started playing the application. On 
the other hand, the client 2 of CADD C informs tte server of a starts 

55 play subroutine in step 612. This, causes the server 8 to start a timer in step 613, and w^ 

from the client 2 in step 61 5. On completing the step 61 2, the client informs the server 8 of the stop of play in step 614. 
In response to this notice, the server 8 stops and reads the timer as the play time in step 617. After steps 614 and 61 7, 
the client and the server return. 
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Though the above described arrangement has used a timer of the server, it may be poss&ie to use a timer of the 
client. 

FfGs. 1 3A and 1 3B are flow charts jointly showing a procedure formed of alternative timed appttcatiort-ptay subrou- 
tines 205ac and 205bc interactively executed by the client 2 and the server 8, respectively, in which tinting of ptay time 
is achieved with a timer in the client In the alterative subroutine 205a, the client 2 starts a timer in step 620, calls an 
application ptay routine in step 622, stops the timer in step 624, sends the ptay time to the server 8 ki step 626. and 
then returns. On the other hand, the server 8, on entering the subroutine 295b, waits for a call from the client of CADD C 
in step 621. tf there is a call from the client 2, then the server 8 receives the p4ay time in step 623 and then returns. 

However, the arrangement of FIG. 1 3 has a possibility of permitting a mala fide user to manipulate the timer of the 
client 2. Rom this point of view, the arrangement shown in FIG. 12 is preferable to that of FIG. 1 3. 

FIG. 14 is a flow chart of an exemplary app&catjon ptay subroutine called in steps 612 and 622 of FK3s. 12Aand 
13A. respectively, and executed by the controller 100. 

Prior to the descriptive* the flow If encrypt* 

ing X with a key EK according to an encrypting algorithm e yields Y, then it is expressed as: 

e<EK. X) - Y 

Similarly, if decrypting Y with a key DK accorolng to a decrypting algorithm d yietis Z. then ri is expressed as: 

d(DK, Y) * Z 

Assuming that the algorithms e and d and tte keys EK and DK (OTespOTd each o^ 
that 

d(DK, e(EK, X))«)C 

Returning now to FIG. 14, the controller 100 read the PKy-encrypted application-encrypting (AP-encrypting) key 
(Kv) or el (PKu, Ky) from the ffled 32 of the distribution descriptor 23 of the DVD in step 602. Here. 

v-1,2 V, 

where V ts the number of kinds of the application package. This irxficates that cffferent appfication-encrypting keys K1 
through is assigned to respective kinds of app&cations, that is. volume VID1 through VID^ 

In the next step 604, the user secret key SKu is read from the fC card 5. In the next step 606, the PKy-encrypted 
AP-encrypting key el (PKy, KJ is decrypted with the user secret key Sr^ to obtain the application encrypting key K, 
Then in the next step 60S. the Kv-encrypted application (AP) t i.e., e(f^, AP) which is recorded on the DVD 3 ts decrypted 
with the obtained AP-encrypting key Ky to obtain <S{K„ efK^ AP)) - AP , while passing the obtained application data 
to the video and audio ottyxit IF 140. The obtained appScation data has the form of an MPEG 2 brt stream. The video 
and audio output IF 140 converts the MPEG 2 bit stream of the application data into video and auclo output signals 
through MPEG 2 video and audio decoding. The video and audio output signals are appfied to the display device 146 
and the loudspeaker 148. respectively. 

Play an Application in Usage-sensitive Charging system 

FIG. 15 is a flowchart showing a procedure of a charged ptay process 700 shown as step 700 in FIG. 5. wherein 
connecting adjacent blocks by two flow Ikies indicates that each block ts executed interactively by a cfcent of CADD C and 
an associated server of SID 8 . In FIG. 15, the client 2 enters the process 700 via step 516 of FIG. 5 and proceeds to 
Week 630. where the cfierrt 2 and the associated server 8 execute the initial routine 80. in the next Week 640, the client 
2 displays an expected charge and a total amount of charges received from the server 6, and let the user decide 
whether to ptay the desired application. 

FIGs. 16A and 168 are flow charts jointly showing a procedure formed of exemplary expected charge Worming 
routines 640a and 640b interactively executed by the client 2 and the associated server 6, respectively. The routines 
640a and 640b are very similar to the routine 97 except that in the routine 640, the DURATION (DJ or ^ay time" has 
been replaced with RATE PER ACCESS and "charge*; between Gteps 92a and 93a. there has been added a step 641 
of the server generating and storing a pseudo random number R in a memory location R'; in step 93a, the server sends 
the pseudo random number R as weU ; between steps 94 and 95a there has been added a step 643 of the client storing 
the received pseudo random number R in a memory location FT for subsequent use. The replacement of DURATION 
(DJ with RATE PER ACCESS is achieved by accessing a RATE PER ACCESS field 74 instead of a DURATION field 
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73 in table 70. Further, in the routine 640 there have been added the following steps: m step 644 following the step 96a, 
the dient 2 makes a check to see if the user decides to play the appBcabon; if not, the cSent 2 sends a quit message to 
the server of SADO e in step 645, and ends the routine 640; on the other hand, in step 642 following the step 93a, the 
server 8 dSID R warts for a call from the die^ 

check in step 646 to see rf what has been received is a quit message; rf so, the dent ends the routine 640; and rf the 
user decided to play the application in step 644. which means that what tie server has received is not a quit message 
but an encrypted credit card number as seen from the description below, then the dient 2 and the server 8 proceed to 
the step 650 of FK3L 15. 

In the next block 650, the server 8 obtains a user's credit card number (CCNOu) through the dient 2 keeping the 
security of the card number as shown in FIGs. 1 7A and 1 7B. In step 647. the dient 2 encrypts the credit card number 
of the user which has been input by the user through a human IF 1 10 with a key. Le, the pseudo random number R 
which has been stored in a memory location FT in step 643 of FIG. 16A to obtain e2(R, CCNOu). In the next step 648, 
the dient 2 further encrypts R + e2(R, CCNOu) with another key or a server public key read from the distribution 
descriptor 23 recorded in the burst cutting area of the DVD to obtain 
e1(PK s ,R + e2(R, CCNOu)). 

In the next step 649, the dient 2 sends the encrypted data to the server 8. Through step 646 of FIG. 168, the server 
proceeds to step 650, where the server 8 finds thai what was received from the dient CADD C is encrypted data. In the 
next step 651 , the server 8 reads a server secret key SKg from an IC card 7. in the next step, the server 8 decrypts the 
received encrypted data with the server secret key SK, as follows; 

dtfSK^ encrypted data) * dlfSK* el(PK„ R ♦ e2(R, CCNOu)) « R + e2(R CCNOu). 
In step 653. the server 8 makes a check to see if the just obtained pseudo random number R coincides with the random 
number R which has been stored in a memory location R* of the server, if so, the server 8 sends an enable message to 
the dient of CADD C , and in step 655 decrypts e2(R l CCNOu) with the pseudo random number R to obtain the user's 
credit card number CCNOu. On the other hand, in response to a reception of the enable message in step 657, the dient 
2 exits from the process. After step 655. the server also exits from the process, rf the result is NO in step 653, then the 
server 8 sends a disable message to the dient in step 656, and ends the process. In response to a reception of the dis- 
able message in step 657. then the dient csspfays a message to this effect in step 658, and then ends the process. 

After operation of block 650, the dient 2 waits, in step 663, for a report from the server on whether the credit card 
for the transmitted card number (CCNOu) is valid or not while the server 8 refers to the credit company associated with 
the card number in step 661 to see rf the credit card is valid, rf not the server 8 irrforrns the client 2 of the invaJidity of 
the credit card in step 662 t and ends the process. If the card is vafid in step 661 , the server 8 informs the client of the 
vafidrty in step 667. If the dient 2 receives a report from the server in step 663, the dient makes another check in step 
664 to see if the report indicates the vafidrty of toe card. If not the dient display a message to indicate the invalidity in 
step 665, and ends the process, rf the report indicates the validity in step 664, which means the completion of step 667, 
then the dient 2 and the server 8 proceed to the next block 670. 

In step 670, the client 2 and the server 8 execute timed play and metered charge report routine. FIGs. 18A and 18B 
are flow charts jointly shewing a procedure formed of routines 675ac and 675bc interactively executed for playing an 
application while timing the duration and displaying a charge and a total amount of charges after the play. In FIG. 18, 
the routines 675ac and 675bc are identical to the routine 675a and 675b in FIGs. 1 1A and 11B except that time* has 
been replaced with 'charge*, and accordingly VM-METER and AM-METER have been replaced with VC-METER and 
AC-METER. 

The operation, in the dient 2. of playing an application on usage-sensitive charging is completed by block 675 of 
FIG. 15 or step 218a of FIG. 18 A. After step 212a the server 8 charges the play to the credit card number CCNOu 
obtained in step 655 of FIG. 1 7B in step 680. This completes the whole of the charged application play process of FIG. 
15. 

In this process, only information on charge is given to the user, ft is very easy to provide information on both time 
and charge by adding steps 91 through 93 and 95 to the routines 640b and 640a, and by adding steps 210 and 218 to 
the routines 675bc and 675ac 

As described above, expected time and/or charge are (is) displayed before playing a user specified appficatkxi. 
This is helpful for the user to decide whether to play the application. Additionally, charging is done based on toe actually 
timed play duration. This makes the charging reasonable. 

In the above description, the arrangement is such that the user has to input his or her credit card number CCNOu 
each time he or she wants to play an application. However, instead of doing this, the credit card number CCNOu may 
be stored in non-volatile memory or EE PROM 103 in a PW u -encrypted form. In this case. CCNOu is obtained by 
decrypting PW u -encrypted CCNOu (e.g., e(PW u , CCNOu)) with a password entered by the user. That is, d(entered 
password, e{PW u , CCNOu)) - CCNOu. 
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Permit the Play Within a Preset Unit 

FIG. 19 is a flow chart showing a procedure interactively executed by the client 2 and the server 6 in the operation 
block 800 of FIGl 5. wherein blocks connected with two flow lines indicates that operation of the blocks is done by the 
two elements 2 and 8. In this case, it is assumed that a preset limit is recorded in or on the application package and is 
transmitted from client 2 to server each time of play. On entering the process 800 via step 516 of FIG. 5. the client 2 
proceeds to step 801 .where the client 2 and the server 8 executes the initial routines 80. It is noted that in routine 80b, 
if there is a record for VlD v and NOy. h then the Rmit vaJue (LV^ field of the table 60 of FIG. 6A contains the limit value 
transmitted from the cfient 2, otherwise, the received limit value is stored in the LV^ field when the record for VID V and 
NO v _< is added in step 88. 

In step 810, the server 8 msrfces a check if a meter associated with the TOO code received from the client 2 « under 
the limit value. This check is made by comparing an LV field and LV-meter field associated with the TOU code in table 
60. if the vaJue of the LV-meter is equal to or greater than the LV field value, then the server returns an over limit mas- 
sage to the client 2 in step 820. If not, the server 8 returns an underiimrt message to the dient 2 in step 822, and pro- 
ceeds to step^8. rfmecIiem2re<^estr>eovertk7irlmessagein step824.thenthecf^2oisp^an^essag^tothis 
effect H not the client 2 proceeds to the step 828. 

Since the expected play time informing routines 97a and 97b and the application play subroutine 600 has been 
descrtoed above, the description of steps 828 and 830 are omitted. 

According to this feature of the invention, it is possWe to Smittheuseof charged information. This feature is espe- 
cially useful in case when a user who have paid in advance for the use of the application package is permitted to use 
the application package within a limit value. 

Though it has been assumed that the limit values are included in the plication package, the limit values may be 
kept in the servers of the provider or distributer from the beginning. In this case, the limit values are fixed. However, if 
limit values are permitted to be set and recorded in the application package at the time of distrftxitfon or sales, the limit 
values are advantageously set according to an amount paid. 

As is apparent from the foregoing, as a limit value, any use-limiting factors will do that can be measured in quantity. 
Such limit values are. for example, the effective date and time, the allowable expiration date and time, the maximum 
amount of play time, the alowabfe access count 

It is also possible to combine this feature with a charged application play feature. That is, an arrangement may be 
such that the user is permitted to use an application package on usage-sensitive charging only if the value of an LV- 
meter associated with the TOU is under the value of the corresponding LV or the value recorded in a field 33 or 34 of 
the distrtxition descriptor 23. 

Modification I 

In the above ernbocSment, applications, if more than one, in one volume &e encrypted by an identical application 
encrypting key However, the applications APa in one volume may be encrypted with respective AP-«ncrypting keys 
Kg, where a lower case "a* following AP and K is a serial number assigned to each application ID. In this case, each of 
the AP-encrypting keys are encrypted with the user public key PK^ and stored in the Pr^-encrypted AP-encrypting 
key (KJ fields 32a in the distribution descriptor 23. 

Modification II 

It has been assumed that the user of the DVD 3 is limited to tte purchaser thereof wtohav^ 
AP-encrypting key {KJ recorded on the DVD 3. However, the system may be so arranged that predetermined people, 
e.g., family members FM 1t FMj,,..., FM N of the purchaser can use the DVD (N ts the number of the femSy members). 
One of the ways to realize this is to encrypt the AP-encryptirKj key with a r 

» 1. 2.....M) to obtain elfPK^, KJ, elfPK^. KJ elfPK^, K,) and to record them in the PK^-encrypted AP- 
encrypting key e1 (PK^, fields 32 of the distribution descriptor 23 at the time of purchase of the DVD. 

Modification III: Ky Retrieval From Server 

In the above description, the AP-encrypting key has been recorded in a Pr^-encrypted form on the DVD 3. How- 
ever, the AP-encrypting key Ky may be managed by the server 8 and transmitted to the client a the DVD player 2 in 
response to a request issued from the DVD player 2 each time of use of the DVD 3. In this case, there is no need of 
providing the distribution descriptor 23 with the Pr^-encrypted AP-encrypting key held 32. Instead each of the servers 
hastostoreanAP-encryptmgkeyt^ FIGs. 20 A and 20B) m the hard disc. As 

shown in FIG.20A. the table a volume ID (VID V ) field (as the entry of record) and an AP-encrypting key (KJ field in 
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each record. In FIG. 208, each record of the PKu table comprises a volume ID (VID V ) field (as the entry of record), a 
volume issue number (NCVi) field and a PK^ field (Successive same values in the first field are shown by showing only 
the first appearing one). Further, the process (a step) 610 of obtaining the AP-encrypting key flat is, a group of the 
steps 602,604 and 606 in the application play routine 600, has to be replaced with a process of FK3L 200. 

s FIG. 20C is a flow chart of a process in which the cfient DVD player 2 obtains the application encrypting key from 
the server 8. fen step 61 6, the server 8 retrieves a key from the K, table by using VI In the next step 61 8. the key 
K, is encrypted with an arbitrary number used only in the current process, e.g., a pseudo random number R to obtain 
e2(R, Ky). In the next step 620, the server 8 retrieves a key Pr^ from the PK^ tabte by rearing the PKufieU of the record 
which contains V1D V and NO v .| in the VID V and NO^ fields, respectively In the next step 622, R + e2(R, KJj is encrypted 

w with the retrieved key Pr^ to obtain a double encrypted AP-encrypting key 
e1(PK gi R + e2(R l K v )), 
which is returned to the client with a cfient network address CADD C in the next step 624. 

On the other hand, the controller 100 of the client 2 waits for a response from the server 8 of SID 8 in step 626. tf 
there is any response from the server 8 of SID Q in step 626, then the client DVD 3 receives the data e1 (PK^, R + e2(R, 

is K^)} from the server 8 in step 628. In the next step 630, the received data is decrypted with the user secret key SKy read 
from the IC card 5. Specifically, the foJtowing calculation is done. 

dlfSKy, elfPKo, R + e2(R, K,))) «»> R + e2(R. 
In the next step 632, e2(R, is decrypted with the obtained pseudo random number R. Specifically, the foSowing cal- 
culation is done. 

20 d2(R, e2(R, KJ) *»> K, 

Thereafter, the controller 1 00 proceeds to the step 608 of FIG. 14. 

In this rcxxWfcation, the applications APa in one volume may be encrypted with respective AP-encrypting keys K,. 
In this case, the Ky table has to be replaced with K« tabte in which each record comprises an application ID (AIDJ field 
and an AP-encrypting key (KJ field. Further in step 612, the controller 100 of the DVD player 2 has to also send the 

25 application ID of the appScation to be played to the server. 

Also in this modrfication, the system may be, again, so arranged that predetermined people, e.g., famfry members 

FM V FM 2 FMk of the purchaser can use the DVD (N is the number of the family members). In this case, far each 

member FMn (n« 1,2 N), the server 8 has to use the member's own pubfic key PK^ in encrypting the AP-encrypt- 
ing key IV One way to realize this is to issue a volume issue number NO ¥+n to each mernber FMn at the time of sales 

so of the DVD, provide the non-volatile memory (not shown) of the DVD player 2 wffli a table tor associating the user's 
password PvVn with the volume issue number NO^, send the volume issue number (NOy^J associated with the 
user's password in step 612, and use not the PKy table but a PK^ table in which each of tie records has the foSowing 
fields: 

VIC^NCW PIW 

36 Another way is to issue and record not only a volume issue number NCVi but also family member numbers FMNn for 
all members at the time of sales of the DVD, provide the non-volatile memory (not shown) of the DVD player 2 with a 
table for associating the user's password PWn with the corresponding family member number FMNn, send the volume 
issue number (NO v _j) and die family member number FMNn associated with the user's password in step 612, and use 
another PK^ table in which each of the records has the following fields: 
40 VIDv, NG^, FMNn, PIW 

In the process of FIG. 20C, the server 8 may be authenticated by means of a public-key cryptosystem using a pair 
of server secret and public keys (SK^, PKJ. In this case, the server 8 s^ tr>eoouble*enaypted AP-encrypting key 
e1(PK u ,R + e2(R,K v )) 

with a signing key or the server secret key SKb after step 622. White the cfient or DVD player 2 tests the signature by 
45 the server 8 with a test key or the server public key PK„ contained in the PK^ field 31 of the cfetrfcufon o^scriptor 23 

recorded in the burst cutting area of the DVD 2 before step 630. 

However, even if just described authentication of the server 6 is omitted, an attacker wi never go to any greater 

length than a steal of TOU code plus Emit value, a volume ID VID V a volume issue number NO^, and the client network 

address CADD C . This is not a serious problem. 
so In the process of FKH 20C, a pseudo random number R has been used as a pseudo variable which takes a different 

vBJue each time of execution of the process. However, a6 the pseudo variable, any thing wiR do rf the result of encryption 

with it takes a different value each time of execution of the process. 

Modification IV 

55 

In the first illustrative embodiment, the decryption of application is achieved by software. For this purpose, the con- 
troller 1 00 has to read the user secret key SKy from the IC card 5 through the bus 102. which leaves the possibility of 
permitting a breaker to easily steal the user secret key SKy through the bus 102. In order to prevent this, the process 
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achieved by the steps 604 through 608 may be realized by hardware as shown »i FK3. 21, wNchtsablockcfiagramof 
an exemplary decipherer-built-in IC card IF. In FIG. 21, the decipherer-buton IC card IF 120a comprises an IC card 
receptacle 121 and a printed wiring board 122 extencfing from and fixed with the receptacle 121. An IC 123 fe mounted 
on the printed wiring board 122. The IC 123 comprises a memory IF 125 which usually connects the rnernory of the IC 
card 5 with the bus 102 and, in response to an irrstruction from the controller 100, reads and passes the key SKy to the 
next stage; a decoder 1 26 for receiving the key Sk^ and encrypting e1 (PH^, KJ with the key SKu to yieid K^; and an 
AP decoder 127 for receiving the key 1^ and encrypting efK* AP) to yield application data (AP). The printed wiring 
board 122 portion may be preferably molded togetherwith the IC card receptacle 121 portion so as to make trie whole 
a single body. By doing this, leaking of the user secret key SKu can be prevented. 

This modification can be also applied to a system 1 using the cryptosystem of FIG. 20C m this case, the 
decoder 1 26 of FIG. 21 has to be replaced with a Ky decoder 126a as shown in FK3L 22. In FIG, 22, the decoder 
126a decrypts the input data. e1(PKu, R + e2(R. KJ), from the bus 102 by using the user secret key SK^ passed by the 
memory IF 1 25 to obtain R + e2(R. KJ. while decrypting the obtained data e2(R. KJ) with the obtained random number 
R and outputting the key 

Embodiment II 

FIG. 24 is a bock diagram showing an arrangement of a system capable of playing a c&tributed application pack- 
age. e.g.. a DVD on ihe terms of use of the DVD without communicating with any server according to a second illustra- 
tive embodiment of the invention. In FIG. 24, the system 1a is identical to the client 2 of FIG. 1 except that the 
comrrunication IF 150 has been eliminated because of no need of comrrainication with a server and the controller 1 00 
has been replaced with a controller 100a. In the controfler 100a. a not-shown ROM for storing a control proyam as 
described later and the EEPROM 103 have been also replaced with a new ROM (not shown) and an EEPROM 103a. 
In order to play a rote of the server 8, the system 1a has to have table 60 of FIG. 6A in any non-volarJe memory, eg., 
the EEPROM 103a and an application duration (play time) for each application as coined in table 70 of FIG. 68 has to 
be included in the control data of each appScation package. 

FIG. 25 schematically shows an exemplary control program executed by the controller 100a shown in FIG. 24. The 
control program of Fia 25 is also tcferitx^ to that of Fia 5 excepts 

efimmated because the limit-attached play mode is not supported by the system 1 a in this emboc&rnenrt and the steps 
650 and 800 are replaced with steps 650a and 800a. Accordingly, operation after step 514 wtt be described in the foe* 
lowing. 

If the lower cigit of the terrns-ofHJse (TOU) code is 0 in tte decision tf^ 100a 
plays, in fr* free play mode, the application stored in the selected appfcationin step 506 <)r 512 and ends trie operation, 
it should be noted that since the system 1a does not have the charged piay mode, the tower cfigft of fr>e TOU code is 
defined as follows. 



Higher digit of terms-of- 
use code (Hexadecimal) 


Corresponding Smrt value 


Play mode 


0 


None 


Free play mode 


2 


Effective date and time 


Umfrattached ptay mode 


3 


Allowable expiration date and time 


4 


Maximum amount of used period 


5 


Allowable access count 







Accordingly, if the lower digit of the TOU code is not 0 in the decision step 51 4, then in step 800a the controfler 1 00a 
plays, in the fimit-attached play mode, the application stored in the selected application in step 506 or 512 and ends the 
operation. 

FK3s. 26 and 27 show an operation of a free play mode shown in step 650a of FIG. 25 in a detailed form and a fur- 
ther detailed form, respectively. In FIG. 26, the controller 100a executes an initial routine 80a in step 660a, in step 670a 
executes an expected play time informing routine, and in step 680a executes an application play and metered play time 
report routine. 
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As shown in FIG. 27, in the initial routine 80c. the controller 100a searches the table 60 for a record which contains 
VID V and NOy-4 in tt1e volume ID and issue No. f iebs thereof, respectively m step 86. If the search is unsuccessful, then 
the controller 1 00a adds the record for VI D v and !MO v .j and fills relevant fields with AID^ and a limit value, if any, in the 
table 60 in step 68, and proceeds to step 90. Also, ff the search in step 86 is successful, the server 9 proceeds to step 
5 90, where the controller 1 00a selects a routine to execute next according to the value of the TOU code and enters the 
selected routine. In this case, if the TOU code « xOH (x: an arbitrary HEX number, the tetter H in the last position incfi- 
cates that the preceding number is in hexadecimal), then a routine for playing an application free of charge is selected. 
If the TOU code 2 xlH, then a routine is selected which plays an application onty if the software meter of a use^imrting 
factor is under a preset value. 

io The expected play time informing routine 670a is identical to the routines 97 (FIG. 10) minus communication steps 
93 and 94, comprising the above described steps 91, 92 and 95. SimBarfy, it is seen from FIGs. 11 and 13A that the 
above described steps 620, 622, 624, 210 and 218 are executed in this order in the timed play and metered usage 
report routine 680a. In this way, the system 1a permits the user to play the appfication stored in the selected application 
(steps 506 and 512 of FIG. 25} free of charge. 

is FIG. 28 is a flow chart shewing an operation of a limit-attached play mode shown in step 800a of FIG. 25. Since 
this operation is very similar to that of FIG. 1 9, only the flow is briefly described, crofting the details of each step. In FIG. 
28, controller 100a first makes a check if a meter associated with the TOU code has reached the BmH value obtained 
with the TOU coda If so, then the server returns an overiimtt massage to controller 1O0a m step 820. Otherwise, the 
rontrolter 100a proceeds to the expected ptaytinw informing routine 828a («= 67Da), where the controller 1 00a executes 

20 the above described steps 91 , 92 and 95, and then calls the application play subroutine 600 in step 830. thereby com- 
pleting the operation. Since the appfication play subroutine 600 has been detailed above, further description is omitted. 
In this way, the system 1 a permits the user to play the ^plication stored in the selected appl cation (steps 506 and 5 1 2 
of FIG. 25) only if the limit value associated with the TOU code assigned to the volume or the user-specified application 
has not been reached. 

25 According to the second embocfiment the system 1a can operate in ettier of the free play mode and the limit- 
attached play mode without the need of roavTiunication with a server. For this, the system 1 a may be made portable. 

Modifications 

so In the above description, the illustrative embodiment has been described m conjunction with the DVD. The same 
(fiscussion can be applied to such package media as permit write once or mora 

Further, the present invention is also applicable to app&cation packages disfcrtouted via transmission media In this 
case, the distrixited application packages are stored in a bufr storage in the user's device. An ^plication package 
comprises one or more application and application control data that is, an application descriptor and cfistrtoution 
ss desenptor. One volume is stored as a file. Since a plurality of application package may be stored in a single storage, 
each application package does not have to contain a control program. One control program, which may be distributed 
via either package or transmission mecSa, is enough for one user device. The folder or directory in which the appGcation 
packages are stored is set for a user specified one in the control program when the control program is installed. The 
data to be recorded in the cf stribution desenptor is included in the application package by the provider according to the 
40 information given by the user. 

As described above, one who is permitted to use an application package is limited to an owner of the IC canj which 
6toresauser secret key SK^ corresponding to the user public key PK^ used tor encryption of the AP-encrypting key Ky 
in the application package. For this, even if someone has unjustly obtasrted an appfication package, for example, by cop- 
ying the whole volume from the DVD on which the volume is recorded, he or she can not use rt without the IC card of 
45 the owner of the DVD. Thus the inventive system can prevent unjust use of an application package (DVD ei this case) 
by any other person than the regular owner of the application packaga 

Also, the inventive system is so arranged that most part of the application package is recorded by pressing in man- 
ufacturing process of the DVDs, whereas at least a part of the volume control data (i.e., the distribution descriptor) can 
be determined at the time of, e.g., distribution of each of the DVDs after the manufacturing process. This makes the sys- 
so tern flexible because control data can be easily changed without changing the stamper. 

In the initial routines 80a and 80b in FIG. 8A and 8B. the data transmitted with the service request may be 
encrypted in the same manner as in case of the transmission of user's crecfit card number shown in FIG. 17. However, 
in case of the initial routines, there are a plurality of data. These data may be encrypted in the following way. 
If the data to be encrypted are D1 , D2,... then they are first encrypted with a key R as foflows: 
55 e2(R, D1), e2(R, D2),... 

Then further encryption is made with a server public key PK^ as follows: 
e1(PI^, R + e2(R, D1) + e2(R, 02),....). 
In the process of FIG. 17. the user may be authenticated by means of a pubfic-key cryptosystem using a pair of 
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user secret and public keys (SH^, PKJ. in this case, the client 2 signs the ckxjbte-exrypted credit card number 
elfPK* R + e2<R, CCNOu)) 

with a signing key or the user secret key SKy after step 648. White the server tests the signature by the client 2 with a 
test key or the user pubte key PK^ before step 650. 

Instead of storing a single server public key in the distribution ctescriptor 23. a plurality of server public keys or all 
the server public keys may be recorded. By doing this, it is possible, for example, to setting a different charge depencfing 
on the server public key which the user have selected by appropriately combining the tables 70 and 75. 

Ateo, application packages with an identical volume ID can have different server pubfic keys recorded. A piurafity of 
toll center may be advantageously provided for appfication packages of the same title. 

In order to prevent any use of IC card by other person than the owner of the IC card, it Is possiale to add, before 
the Sku reacting step 604, the steps of prompting the user to enter a password through a hunOTlF110andproceeclng 
to step 604 only if the entered password coincides with the user password PW^ stored in the IC card. 

Though the IC card 5 is used in the above embodiment, the IC card IF 120 may be replaced with a magnetic card 
reader to permitting the use of the rnagnetic card. Alternatively, the arrangement may be such that the user enters his 
or her password each time the user uses the DVD. 

Instead of storing the user secret key SKu in the IC card 5, the key Sku may be stored in non-volatile memory in a 
PWy-encrypted form. In this case, the key SK, is obtained by decrypting PW u -encrypted Sr^witha password entered 
by the user. 

The discussion of three preceding paragraphs are applied to the IC card used for storing the server secret key in 
the server. However, in this case the user has to be taken as the adrrwustrator of the tofi server. 

Many widely afferent embodiments of the present invention may be constructed without departing from the spirit 
and scope of the present invention. It should be understood that the present invention is not limited to the specific 
ernbcriimem described in the specification, except as defined in the appended claims. 

A system for permitting only an authentic user to play a desired appfication contained in a ofetrfcuted application 
package in one of predetermined operation, e.g.. free ptay mode, charged mode, firnrt-attached play mode, etc. The 
system comprises a dient for playing an application under the control of a server connected with the cfient through a 
coTmirecatjon network. The application package (the volume) includes a tfstrixition c^scriptor which contains mode 
codes assigned to the volume and the applications of the volume. The data of distribution ctescriptor is decided and 
stored in the descriptor at the time of cSstribution of the volume. This feature makes the system f lexfcte There « ateo 
disclosed a system opemtaWe without communicating with a server. 

Claims 

1. An application package for use in a system for playing an application contained in the application pactege (the vol- 
ume), the application package comprising: 

application data for at least one appfication; and 

volume control data for use in controlling said system, wherein said volume control data at least comprises: 

a volume ID for identifying the kind of said application package (said volume); 

an issue number assigned Hi order of issue to each of the volumes of said kind; and 

application IDs each assigned to one of said at least one appfication contained in said volume, and wherein: 

at least a part of said volume control data is to be added to said volume after the creation of said volume; and 

said at least a part of said volume control data includes said issue number. 

2. An application package as defined in daim 1 , wherein: 

said application data has been encrypted with an encrypting key; and 

said at least a part of said volume control data includes a user's public key-encrypted version of said encrypting 
key used. 

3. An application package as defined in claim 1 , wherein said at least a part of said volume control data includes mode 
codes which are assigned to said volume or said at least one appfication and each tncScate a play mode associated 
with one of said volume or said at least one application to which the mode code is assigned 

4. A package media on which an application package as defined in claim 1 has been recorded. 

5. A package media of a write-once type on which an application package as defined in claim 1 has been recorded. 
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6. A package media on which an application package as defined in claim 1 has been recorded wherein said at least 
a part of said volume control data is recorded in an area different from data area where said appScation data is 
recorded on the package media. 

s 7. A method for sending data with a raised security from a first device to a second device through a public telecom- 
munication network, comprising the steps of: 

in said second device, 

10 generating a pseudo random number; 

transmitting said pseudo random number to said first device; 

in said first device, 

is encrypting said data with said transmitted pseudo random number into encrypted data; 

encrypting concatenated data consisting of said pseudo random number and said encrypted data with a 

public key of said second device into double-encrypted data; 

sending said double-encrypted data to said second device; in said second device, 

decrypting said double-encrypted data with a secret key of 6aid second device which corresponds to said 
20 public key into decrypted data consisting of a decrypted random number portion and another decrypted 

portion; and 

decrypting said another decrypts 

8. A method tor sending a plurality of pieces of data with a raised security from a first device to a second device 
25 through a public telecomirunication network, comprising the steps of: 

in said second device, 

generating a pseudo random number; 
30 transmitting said pseudo random number to said first device; 

in said first device, 

encrypting each of said pieces of data with said transmitted pseudo random number into an encrypted 
35 piece of data; 

encrypting concatenated data consisting of said pseudo random number and said encrypted pieces of 

data with a public key of said second ctaoce into ck>uble-er»crypted data; 

sending said double-encrypted data to said second device; in said second device, 

decrypting said double-encrypted data with a secret key of said second device which corresponds to sad 
4o public key into decrypted data consisting of a decrypted random number portion and said plurality of 

decrypted data portions; and 

decrypting each of said decrypted portions with said transmitted randcrn rurrfcer to obtain said pieces of 
data. 

45 9. A method as defined in clam 7 or 8. further comprising the steps, executed after sad step of decrypting said dou- 
ble-encrypted data, of: 

proceeding to a next step only rf said decrypted random number portion coincides with said transmitted pseudo 
random number; and 

5a said second device informing said first device of a failure in decryption if said decrypted random number por- 

tion does not coincide with said transmitted pseudo random number. 

10. In a system provided with means for playing an application contained in an application package, a method tor per- 
mitting a user to ptay an encrypting key-encrypted application contained in a distributed application package which 
ss further contains, as volume control data, a user's public key-encrypted encrypting key so encrypted as to be able 
to be decrypted with a secret key of the user into said encrypting key. the method comprising the steps of: 

reading said user's public key-encrypted encrypting key from sad distributed application package (said vol- 
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ume); 

obtaining said seam key; 

decrypting said user's public key-encrypted encrypting key with said secret key to obtain said encrypting key; 
and 

decrypting said encrypting key-encrypted application with said obtained encrypting key into application data 
while passing said application data to said means for playing an application. 

11. In a system cxxnprtsing a dient provided with means for playing an application contained in an appfication pack^je 
and a server connected with the client through a communication network, a method for permitting a user to piay 
one of encrypting key-encrypted arjplkations <iontai^ 

as volume control data, a volume ID for identifying the kind of said cSstrixrted appfication package (said volume}, 
an issue number issued to each volume of the kind in an issued otder and appfication IDs, the method corrprising 
the steps of: 

said client reading said volume 10, said issue number and an appfication ID for said one of encrypting key- 
encrypted applications (said encrypting key-encrypted application) from said volume and sending to said 
server; 

in said server. 

retrieving said encrypting key by using said volume ID; 

retrieving a pubfic key of said user by using said volume ID and said issue number; 
generating a pseudo random number; 

double-efwrypting said encrypting key with said pseudo random number and said public key into a 
double encrypted data; 

sending said otoubie-encrypted data to said client; in said dient 
obtaining a secret key of said user which corresponds to said public key; 
obtaining said encrypting key by decrypting said cbubie-encrypted data with said secret key; 
decrypting said encrypting key-encrypted application with said obtained encrypting key into applica- 
tion data whie passing said application data to said means for playing an application. 

12. A method as defined in claim 10 or 11, wherein sad rrteans for obtair^ a secret k^ 
said secret key from a portable memory of said user. 

13. A method as denned in claim 12, wherein said portable memory is an IC card. 

14. In a system comprising a client provided with means for playing an application package and a server connected 
with the dient trwough a corrm^ 

taining, as volume control data, a volume ID and an issue number issued to each of the volumes of said volume ID 
in an issued order, a method for controlling the amount of play time comprise the steps of: 

said dient sencing said volume ID and said issue number to said server; 

said server retrieving an expected play time associated with said volume ID and said issue number; and 
said server adding said expected play time to the value of a total play time associated wfth said volume ID and 
said issue number. 

15. In a system cx>rnprising a dient provided with means for playing an appfication contained in an application package 
and a server connected with the dient through a communication network for confroing the dient the application 
package (the volume} curtaining, as volume control data, a volume ID, an issue number issued to each of the vol- 
umes of said volume ID in an issued order and an application ID for the appfication, a mefrod for controlling the 
amount of play time comprising the steps of: 

said dient sendng said volume ID, said issue number and said appfication ID to said server; 
said server retrieving an expected play time associated with said volume ID. said issue number and said appli- 
cation ID; and 

said server adding said expected piay time to the value of a total play time associated with said volume ID and 
said issue number. 
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16. In a system compnsing a dient provided with means for playing an application contained in an application package 
and a server connected with the client throuc/i a communication network for corrtrofling the client the application 
package (the volume) containing, as volume control data, a volume ID and an issue number issued to each of the 
volumes of said volume ID in an issued order, a method for corttrol&ng the amount of ptay time cx>rnprising the steps 

of: 

said client and said server interactively measuring, as a measured play time, a play time of said application; 
and 

said server adding said measured play time to the value of a total play time associated with said volume ID end 
said issue number. 

17. A method as defined in claim 16, wherein said step of measuring a play time comprises the step of using a timer of 
said server. 

18. A method as defined in claim 1 6* wherein said step of measuring a play time comprises the step of using a timer of 
said client 

19. In a system comprising a cient for playing an application package and a server connected with the client through 
a cornmuncation network wherein the application package (the volume) comprises app&cation data and control 
data and at least a part of the control data has been added to the volume after the creation of said volume, a 
method for sending desired data from one side of said dient and said server to the other side, the method compris- 
ing the steps of: 

including a secret key of said other side in said at test a part of said control data; 

in said other side, 

generating a pseudo random number; 

transmrtting said pseudo random number to said one side; 

in said one side, 

encrypting said desired data with said transmitted pseudo random number into encrypted data; 
encrypting concatenated data consisting of said pseudo random number end said encrypted data with 
said public key of said other side into ckxjWe-encrypted data; 
sencfing said dcubie-encrypted data to said other side; 

in said ofter side. 

decrypting said dotfjle-encrypted data with a secret key of said other side which corresponds to said 
public key into decrypted data consisting of a decrypted random number portion and another 
decrypted portion; and 

decrypting said another decrypted portion with said transmitted random number to obtain said deseed 
data. 

20. A method as defined an claim 19. wherein said generating a pseudo random number includes storing said pseudo 
random number in memory, and wherein the method further comprises the step, executed prior to said decrypting 
said another decrypted portion, of: 

in response to a determination that said decrypted random number portion does not coincide with said pseudo 
random rurnber stored in said means for storing said pseudo random number stored in said memory, informing 
said one side of a faflure in decryption instead of passing the control to next means. 

21. In a system compnsing a client provided with means tor playing an application contained in an application package 
and a server connected with the client through a ajmrnunication netvvork, a method for permitting a user to play an 
application contained in a distributed application package which further contains, as volume control data, a volume 
ID for identifying the kind of said distributed application package (said volume), an issue number issued to each vol- 
ume of the kind in an issued order, and an appficatton ID for said application, the method comprising the steps of: 
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proceecBng to a next step only rf the value of a meter field associated with said volume ID. said issue number 
and said explication ID is under the value of a Rmrt value field associated wrfri said volume ID, said issue 
number and said application ID in a volume data table; and 
displaying a message infonrtir^ 

22. In a 6ystem composing a dient provided with means for playing an application contained in an application package 
and a server connected with the client through a corrminication network, a method for perTnrtting a user to play an 
application contained in a distributed application package which further contains, as volume control data, a volume 
ID lor identifying the kind of said distributed application package (said volume), an issue number issued to each vol- 
ume of the kind in an issued order, an application ID for said application and a limit value for Smiting the play of said 
application, the method corrprising the steps of: 

proceed ng to a next step only if the value of a meter field associated with said volume ID, said issue number 
and said application ID in a volume data table is under said limit value; and 

tfisplaying a message informing an overlimrt on a cRsplay device of said client and quit the operation otherwise. 

23. A method as defined in daim 21 , wherein said Nmrt value is one of effective date and time. aMowsbte expiration date 
and time, a maxmum amount of ptey time, and an allowable access count 

24. A method as defined in any of daims 11, 15 and 16, wherein said step of said cfient sending to said server com- 
prises the steps of: 

said cfient encrypting at least one of said volume ID, said issue number and said application ID into encrypted 
data; and 

said server decrypting said encrypted data, 

25. A system for sending data with a raised security from a fret dance to a second device tttrough a pubfic telecommu- 
nication network, comprising: 

means provided in said second device for generating a pseudo random number; 
means provided in said second device for transmming said pseudo rand^ 

means provided in said first device tor encrypting said data with said transmitted pseudo random number into 

an encrypted data; 

means provfoed in said first device 

and said encrypted data with a puttfc key of said second device into double-encrypted data; 
means provided in said first device for sending said douHe-encrypted data to said second device; 
means provided in said second device for decrypting said doutte-enaypte^ 
ond device which corresponds to said public key into decrypted data c»rreist^ of a decrypted ra 
portion and another decrypted portion; and 

means provided in said second device tor decrypting said another decrypted portion witti said transmitted ran- 
dom number to obtain sad data. 

26. A system for sending a plurality of pieces of data with a raised security from a first device to a second device 
through a public telecomrrvnicatton network, comprising: 

means provided in said second dance for generating a pseudo random number; 
means provided in said second dwice for transmitting said pseudo random number to said first device; 
means provided in said first device for encrypting each of 6aid pieces of data with said transmitted pseudo ran- 
dom number into an encrypted piece of data; 
means provfoed in said first device for enc^ 

and said encrypted pieces of data wrth a public key of said second device into doubte-encrypted data; 
means provided in said first device for sending said double-encrypted data to said second device: 
means provided in sad second device for decrypting said ctoutte-encrypted data with a secret key of said sec- 
ond device which corresponds to said pub&c key into decrypted data consisting of a decrypted random number 
portion and said plurality of decrypted data portions; and 

means provided in said second device for decrypting each of said decrypted portions with said transmitted ran- 
dom number to obtain said pieces of data 
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27. A system as defined in claim 25 or 26, futher comprising: 

means, provided in said second device, activated prior to decrypting each of said decrypted portions and 
responsive to a determination that said decrypted random number portion does not coincide with said trans- 
mitted pseudo random number, for informing said first device of a failure in decryption instead of passing the 
control to next means. 

28. A system tor playing an encrypting key-encrypted application contained in a distribtried application package which 
fulher contains, as volume control data, a user's pubfic key-encrypted encrypting key so encrypted as to be able 
to be decrypted with a secret key of the user into said encrypting key, the system comprising: 

means for reading said user's public key-encrypted encrypting key from said rj strixited application package 
(said volume); 

means for obtaining said secret key; 

means for decrypting said user's public key-encrypted encrypting key with said secret key to obtain said 
encrypting key; 

means for decrypting said encrypting key-encrypted application with said obtained encrypting key to provide 
application data; and 

means for using said application data tor playing. 

29. Asystemforr^mrttirigaus^ 

package which further contains, as volume control data, a volume ID tor identifying the kind of said cBstributed appli- 
cation package (said volume}, an issue number issued to each volume of the kind in an issued order and applica- 
tion IDs, the system comprising: 

a diem for playing an app§ cation by using application data; and 

a server for controlling said client through a communication network, wherein said client comprises: 
means for reading and sending said volume ID, said Issue number and an application ID for said one of 
encrypting key-encrypted applications (said encrypting key-encrypted application) from said volume to said 
server, said server comprises: 

means for retrieving said encrypting key by using said volume ID; 

means for retrieving a pdrfc key of said user by using said volume ID and said issue number; 

means for generating a pseudo random number; 

means for double-encrypting said encrypting key with said pseudo random number and said public key into 
a double encrypted data; and 

means for sending said double-encrypted data to said client, and said client comprises: 
means for obtaining a secret key of said user which corresponds to said public key; 
means for obtaining said encrypting key by decrypting said double-encrypted data with said secret key; 
means for decrypting said encrypting key-encrypted application with said obtained encrypting key to pro- 
vide application data; and 
means for using said appfication data for playing. 

30. A system as defined in claim 26 or 29, wherein said means for obtaining a secret key comprises means for reading 
said secret key from a portable memory of said user. 

31 . A system as defined in claim 30, wherein said portable memory is an IC card. 

32. A system for permitting a user to play a distributed application package which further contains, as volume oontro! 
data, a volume ID tor identifying the kind of said distributed application package (said volume) and an issue number 
issued to each volume of the kind in an issued order, the system comprising: 

a client for playing said cf stributed appfication package; and 

a server for controlling said client through a cornrnunication network, wherein: 

said client comprises means for sending said volume ID and said issue number to said server; and 

said server oomprises means for retrieving an expected play time associated with said volume ID and said 

issue number, and means for adding said expected play time to the value of a total play time associated with 

said volume ID and said issue number. 
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33. A system for permitting a user to play an application contained in a distributed appfication package which further 
contains, as volume control data, a volume ID for identifying the kind of said distrfouted appfication package (said 
volume), an issue number issued to each volume of the kind in an issued order and an application D for the ^pli- 
cation, the system comprising: 

a client for playing said application; and 

a server for controlling said dient through a cx>nimunteatJon network, wherein: 

said client comprises means for sending said volume ID, said issue number and said application ID to said 
server; and 

said server comprises means for retrieving an expected play toe associated with said volume ID. said issue 
number and said application ID, and means for adding said expected play time to the value of a total play time 
associated with said volume ID and said issue number. 

34. A system for permrtting a user to play an application contained in a distributed application package which further 
contains, as volume control data, a volume ID for identifying the kind of said dismbuted application package (said 
volume), an issue number issued to each volume of the kind in an issued order and an application ID for the appli- 
cation, the system comprising: 

a client for playing said application; and 

a server for controlling said dient through a corrrnumcation network, wherein: 

said client and said server comprise means for interactively measuring, as a measured play time, a play time 
of said application; and 

said server further cornprises means for adding said measured play time to the value of a total play time asso- 
ciated with said volume ID and said issue number. 

35. A system as defbed in claim 34, wherein said means for interactively measuring a play time comprises means for 
using a timer of said server. 

36. A system as denned in dakn 34, wherein said means for interactively measuring a ptey time comprises means tor 
using a timer of said client 

37. A system for permrtting a user to play an application package (the volume) comprising application data and control 
data wherein at least a part of the control data rias been added to the voliime after tte 

system comprising: 

a cfiertt for playing said volume; and 

a server for controlling said ciierrt through a comrtxirticabon network, wherein said server comprises mosns tor 

storing a seaet key of said server arxJ said at least a part of said c^ 

ing to said secret key. and wherein the system comprises: 

means provided in said server for generating a pseudo random number; 

means for storing said pseudo random number; 

means provided in said server for transmitting said pseudo random number to said client; 

means provided in said client for encrypting desired data with said transmitted pseudo random number into 

encrypted data: 

means provided in said cfient for encrypting concatenated data consisting of said pseudo random number and 
said encrypted data with said puttie key into doiWe-encrypted data; 
means rjrovided said diert 

means provided in said server for decrypting said ctoubfe-encrypted data with said secret key into decrypted 
data consisting of a decrypted random number portion and another decrypted portion; and 
means provided in said server for decrypting said another decrypted portion with said transmitted random 
number to obtain said desired data. 

38. A system as defined in claim 37, further comprising: 

means, provided in said server, activated prior to said decrypting said another decrypted portion and resporv 
sive to a termination that said decrypted random nurnberport^ 

number stored in said means for storing said pseudo random number, for informing said client of a failure in 
decryption instead of passing the control to next means. 
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39. A system for permitting a user to play an application contained in a distributed application package which further 
contains, as volume control data, a volume ID for identifying the land of said dstrbuted application package (said 
volume), an issue number issued to each volume of the kind in an issued order and application IDs, the system 
comprising: 

a client for playing an application by using application data; and 

a server for controlling said client through a communication network, wherein said client comprises: 
means for reading and sending said volume ID, said issue number and an application ID for said one of 
encrypting key-encrypted appfications (said encrypting key-encrypted application) from said volume to said 
server, said server comprises: 

means for proceeding to next step only If the value of a meter field associated with said volume ID. said issue 
number and said application ID is under the value of a limit value field associated with said volume ID, said 
issue number and said application ID in a volume data table; and 

means for causing said client to display a message informing an cvertmit on a display device of said client and 
quit the operation otherwise. 

40. A system for permitting a user to play an application contained in a oSstributed application package which further 
contains, as vofume control data, a volume ID for identifying the kind of said d&ributed application package (said 
volume), an issue number issued to each volume of the kind in an issued order, application IDs and limit values 
associated with respective app5cation IDs for limiting the play of respective applications, the system comprising: 

a client for playing an application by using application data; and 

a server for controlling said client through a communication network, wherein said dient comprises: 

means for reading and sending said volume ID. said issue number, an application ID for said one of encrypting 

key-encrypted applications (said encrypting key-encrypted application) and a Nrrit value associated with said 

application ID from said volume to said server, and wherein said server comprises: 

means for proceeding toa next step only if the value of a meter field associated with said volume ID. said issue 

number and said application ID in a volume data table is under said Smit value; and 

means for causing said client to display a message informing an overfimit on a display device of said client and 

quit the operation otherwise. 

41. A system as defined in daim 39. wherein said limit value ts one of effective date and time, allowable expiration date 
and time, a maximum amount of play time, and an allowable access count 

42. A system as defined in any of claims 29, 33 and 34, wherein said means for sending to said server comprises 
means for encrypting at least one of said volume ID, said issue number and said application ID. 

43. A method for permitting an authentic user to play a desired one of the applications contained in a distributed appli- 
cation package in a system capable of playing an application, wherein said application package (said volume) con- 
tains volume control data including mode codes assigned to said volume and the applications of said volume, the 
method comprising the steps of: 

deriding to use one of predetermined play modes specified by one of said mode codes associated with said 
desired application; and 

playing said desired application in said specified play mode 

44. A method as defined in daim 43, wherein the method further comprises the step of Including, tn said mode codes, 
values indicative of a free play mode and at least one limit-attached play mode which correspond(s) to respective 
limit value(s) used for limiting usage. 

45. A method as defined in daim 44, wherein said step of playing said desired application comprises the step of: 

in response to a determination that said one of said mode codes associated with said desired application 
includes a value indcative of said free play mode, simply playing said desired application. 

46. A method as defined in daim 44, wherein said step of playing said desired appficatfon comprises the step of: 

in response to a determination that said one of said mode codes associated with the desired application 
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includes one of values inolcatrve of said at least one limit-attached play mode, displaying a message to the 
effect that a limit value associated with said one of values has been reached instead of playing said desired 
application if said fimri value has been reached 

47. A method as defined in claim 43, wherein said volume control data further includes a volume ID, an issue number 
and an application ID for each of said applications, and wherein said step of deckfing to use one of predetermined 
play modes comprises the steps of: 

obtaining said one of said mode codes associated with said desired application and correspontfing limit value 
by using said application ID; and 

comparing said one of said mode codes with a meter value associated with said volume ID, said issue number 
and said application ID. 

48. A method as defined in claim 45, wherein each of said applications has been each encrypted with an encrypting 
Key and said volume control data includes a user's public key-encrypted version of said encrypting key (a pubfic 
Kay-encrypted version encrypting key), and wherein said step of simply playing said desired application comprises 
the steps of: 

reading said user's public key-encrypted encrypting key from said volume; 
obtaining a user's secret key which corresponds to said user's pubfic key; 

decrypting said user's pubfic key^ncrypted encrypting key with said user's secret key to obtain said encrypting 
key; and 

decrypting said desired apptertai with 6aid obtained encrypting key. 

49. A system for permitting an authentic user to play a desired one of the applications contained in a cSstributed appli- 
cation package, wherein said application package (said volume) contains volume control data including mode 
codes assigned to sad volume and the applications of said volume, the system comprising: 

means for deciding to use one of predetermined ptey modes specified by one of said mode code6 associated 
with said desired application; and 

means for playing said desired application in said specified play mode. 

50. A system as defined in claim 49, wherein the system further comprises means for iricluding, in said mode codes, 
values indicative of a free play mode and at least one limit-attached play mode which correspond(s) to respective 
Emit value(s) used for limiting usage. 

51. A system as defined in claim 50. wherein said means for playing said desired application comprises: 

means, responsive to a determination that said one of said mode codes associated with said desired applica- 
tion includes a value indicative of said free play mode, for simply playing said desired application. 

52. A system as defined in claim 50, wherein said means for playing said desired application comprises: 

means, responsive to a determination that said one of said mode codes associated with tie desired application 
includes one of values indicative of said at least one limit-attached play mode, for displaying a message to the 
effect that a Irnit value associated with said one of values has been reached instead of playing said desired 
application if said limit value has been reached. 

53. A system as defined in claim 49, wherein said volume control data further includes a volume ID, an issue number 
and an application ID for each of said applications, and wherein said means for decicfing to use one of predeter- 
mined play modes comprises: 

means for obtaining said one of said mode codes associated with said desired application and corresponding 
limit value by using said application ID; and 

means for comparing said one of said mode codes with a meter value associated with said volume ID, said 
issue number and said application ID. 

54. A system as defined in claim 51 . wherein each of said applications has been encrypted with an encrypting key and 
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said volume control data includes a user's public key-encrypted version of said encrypting key (a puttie key- 
encrypted version encrypting key), and wherein said means tor simpty playing said desired application comprises: 

means for reading said user's public key-encrypted encrypting key from said volume; 

5 means for obtaining a user's secret key which conesponds to said user's pubfic key; 

means for decrypting said user's public key-encrypted encrypting key with said user's secret key to obtain said 
encrypting key; and 

means for decrypting said desired application with said obtained encrypting key. 

10 55. A method for permitting an authentic user to ptery a desired one of the applications contained in a distributed appli- 
cation package in a system comprising a client capable of playing an appScation and a server connected with said 
diem through a communication networK wherein said application package (hereinafter referred to as "said vol- 
ume! contains vobme control data including mode codes assigned to said volume and the applications of said vol- 
ume, the method comprising the steps of: 

15 

said client deciding to use one of predetermined play modes specified by one of said mode codes associated 
with said desired application; and 

playing said desired application in said specified play mode by means of cooperation between said client and 
said server. 

20 

56. A method as defined in daim 55, wherein the method further comprises the step of including, in each of said mode 
code, a value indicative of one of a free play mode, a charged ptay mode and at least one tinrt-attached play mode, 
wherein said volume control data further comprises a limit value associated with each of said at least one fimrt- 
attached play mode. 

25 

57. A method as defined in claim 55 or 56, wherein said volume control data further includes a volume ID, an issue 
number, and an application ID for each of said applications, and wherein said step of pferying said desired applica- 
tion in said specified play mode tndudes an application play step of simply playing said specified application. 

30 58. A method as dei'med In daim 57, wherein each of said applications contained in a distributed application package 
has been encrypted with an encrypting key and said volume control data tndudes a users pubfic key-encrypted 
version of said encrypting key (a public toy-encrypted version encrypting key), and wherein said application play 
step comprising the steps of: 

6 reading said user's pubfic key-encrypted encrypting key from said volume: 
obtaining a user's secret key which corresponds to said user's public key; 

decrypting said user's public key-encrypted encrypting key with said user's secret key to obtain said encrypting 
key; and 

decrypting said desired app&cation with said obtained encrypting key. 

40 

59. A method as defined in claim 57, wherein each of said applications contained in a distributed application package 
has been encrypted with an encrypting key and said volume control data includes a user* public key-encrypted 
version of said encrypting key (a public key-encrypted version encrypting key), and wherein said application play 
step comprises the steps of: 

45 

in said server, 

retrieving an encrypting key by using said volume ID; 

retrieving a user's public key assodated with said volume ID and said issue number; 
so (fouWe^ncrypting said encrypting key with a pseudo random riumber and said user's public key into a dou- 

ble encrypted data; 

sending said ctouble-encrypted data to said dient; in said client 
obtaining a user's secrel key which corresponds to said user's public key; 
obtaining said encrypting key by decrypting said double-encrypted data with said user's secret key; 
55 decrypting said desired application with said obtained encrypting key. 

60. A method as defined in claim 57, wherein said step of playing said desired application further comprises the steps, 
executed prior to said application play step, of: 
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said server retrieving an expected play time associated with said desired application; and 
displaying said expected ptay time on a display device of said client 

61 . A method as defined in daim 57, wherein said step of playing said desired application further comprises the steps 
of: 

measuring, as a measured play time, a duration of said application play step; 

adding said measured play time to a play time meter associated with said mode code to obtain a total amount 
of play time; and 

displaying said measured play time and said total amount of play time on a cfisplay device of said client after 
said application play step. 

62. A method as defined in claim 61 , wherein said step of measuring a duration comprises the step of measuring said 
play time by using a timer of said server. 

63- A method as defined in daim 61 , wherein said step of measuring a duration comprises the step of measuring said 
play time using a timer of said citent 

64. A method as defined in claim 57, wherein said step of deciding to use one of predetermined play modes comprises 
deciding to use said charged play mode if said one of said mode codes associated with said desired application 
inciudes a vaJue indicative of said charged piay mode, and wherein said step of playing said desired appi cation 
comprises the steps of: 

said client obtaining and sending a credit card number of said user to 6aid server; 
proceetfngtoarw»isteporily tf ^ 
ciated credrt company; 

cfisplaying. on a display device of said client a charge for play decided based on a measurement of a duration 
of said application play step and a total amount of play charges after said appfaation play step; and 
said server charging said play to said credit card number. 

65. A method as defined in daim 64, wherein said step of ptaying said desired app6cat»n further comprises the steps, 
prior to said application play step, of: 

displaying, prior to said application play step, an expected charge and an eapeded tcfal amount of charges on 
said display device; and 

letting the user decide whether to play said desired application. 

66. A method as defined in da^ 64, wherein said step of sa^ 
user to said server comprises the steps of: 

in said server, 

generating a pseudo random number; 

storing said pseudo random number in memory; 

transmitting said pseudo random number to said client 

in said client 

prompting said user to input said credit card number; 

double-encrypting said crecSt card number first with said transmitted random number and then with a 
sevens public key included in said volume control data into a dojbfe-encrypted nurrtoer; 
sending said double-encrypted number to said server; in said server, 

decrypting said doutie-encrypted number with a server's secret key into a decrypted random number and 
another decrypted data; and 

decrypting said another decrypted data with said transmitted random number to obtain said credit card 
number. 

67. A method as defined in claim 66, wherein said step of said client obtaining and sencfing a credit card number of said 
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user to said server further comprises the steps, executed prior to said step of decrypting said another encrypted 
data, of: 

proceecfing to a next step only rf said decrypted random number coincides with said pseudo random number 
5 which has been stored in said memory; and 

displaying a message informing a failure in decryption and quitting the operation otherwise. 

68. A method as defined in claim 57 wherein said step of deciding to use one of predetenriined play modes comprises 
deciding to use one of said at least one imtt-attached play mode if said one of said mode codes associated with 

io said desired application includes a value indicative of said one of said at least one limH-attached play mode, and 
wherein said step of playing said desired application comprises the step of: 

in response to a determination that a meter value associated with said one of said mode codes associated with 
said desired application in a record identified by said volume ID, said issue number end an application ID of 
is said desired application in a volume data table has reached a limit value associated with said mode code, dis- 

playing a message informing an overfmit on a display device ol said diertt instead of executing said application 
play step. 

69. A method as defined in claim 68. wherein said Omit value is one of effective date and time, allowable expiration date 
20 and time, a maximum amount of play time, and an allowable access count 

70* AsystemforpteyirigacSstrtxrtedap^ 

wherein the application package contains a data set encrypted with an encrypting key (a K-encrypted data set) for 
each of at least one application and volume control data for use in controftng operation of me system and the 
26 server and the volume control data includes mode codes defining said ptey modes, tie system comprising: 

means for permitting a user to select one of said at least one application of said volume; 
means for deciding to use one of said predetermined play modes associated with one of said mode codes 
assigned to said selected application; and 
30 means for playing said selected appication in said selected play mode in concert with said server. 

71. A system as defined in claim 70, wherein each of said mode codes includes one of values for a free play mode, a 
charged play mode and at feast one limit-attached play mode. 

3S 72. A system as defined in claim 70, wherein said volume control data further includes a volume ID, an issue number 
and an application ID for each of said applications, and wherein said means for playing said selected application in 
said selected play mode at least comprises: 

means for setting said server for said selected play mode by sending to said server said volume ID, said issue 
40 number, and the application ID and said mode code associated with said selected appfication; and 

application play means for simpty playing said specified application. 

73. A system as defined in claim 72. wherein said volume control data further includes a user's public hey-encrypted 
encrypting key. and wherein said application play means comprises: 

45 

means for reading said user's public key-encrypted encrypting key from said volume; 

means for obtaining a users secret key which ccHTesponds to said user's public key; 

means for decrypting said user's public key-encrypted encrypting key with said user's secret key to obtain said 

encrypting key; and 

so means for decrypting the K-encrypted data set of said selected application with said obtained encrypting key. 

74. A system as defined in claim 73, wherein means for decrypting said user's pubic key-encrypted encrypting key and 
said means for decrypting the K-encrypted data set are realized as an integrated circuit 

55 75. A system as defined in claim 72, wherein said application play means comprises: 

means for receiving double-encrypted data from said server; 

means for obtaining a user's secret key which corresponds to said user's pubfic key; 
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means for obtaining said encrypting key by decrypting said double-encrypted data with said user's secret key; 
and 

means for decrypting the K-encrypted data set of said selected appfication with said obtained encrypting key. 

76. A system as defined in claim 75. wherein means for obtaining said encrypting key and said means for decrypting 
the K-encrypted data set are realized as an integrated droit 

77. A system as defined in darn 74 or 76, wherein said integrated circuit is incorporated into said means for obtaining 
a user's secret key. 

78. A system as defined in claim 73, wherein said means for deciding to use one comprises means for deciding to use 
a free play mode and wherein said means for playing said selected application further comprises: means, prior to 
said application play means, of: 

means for receiving data from said server; and 

displaying said data as an expected play time for said selected application. 

79. A system as defined in claim 73, wherein said means tor deciding to use one of said predetermined play modes 
comprises means for deciding to use a free play mode, and wherein said means for playing said selected explica- 
tion further comprises: 

means for causing said server to obtain, as a measured playtime,dataof ac>perationperfodtf 
play means: 

means for receiving first and second data from said server; and 

means for olsptaying, just after the completion of operation by said application piay means, said fret and sec- 
ond data as said measured play time and a total amount of play time, data as said measured piay time and a 
total amount of play time. 

80. A system as defined in claim 79, wherein said means for causing said server to obtain data of said operation period 
conprises means for informing said server at the start and the end of operate 

utilize a timer of said server. 

81. A system as defined in claim 79, wherein said means for causing said server to obtain date of a operation period 
comprises: 

means for measuring said operation period of said application play means; and 

means for sending said operation period to said server for use in a cakwlation of said total am 

82. A system as defined in daim 72, wherein said means for deciding to use one comprises means for deciding to use 
a charged play mode and wherein said means for playing said selected application further comprises: 

means for obtaining and sending a credit card number of 6aid user to said server; 

means responsive to a verification result of said credit card from said server for starting a next process only rf 
said result is positive; and 

means for displaying a charge for play decided based on a measured play time of said application play means 
and a total amount of play charges after operation of said application play means. 

83. A system as defined in daim 82, wherein said means for playing said selected application further comprises: 

means activated prior to operation of said application play means for displaying an expected charge and an 
expected total amount of charges and letting the user decide whether to play said selected application. 

84. A system as defined in claim 82, wherein said volume control data of said dtstnbuied appfication package further 
includes a sever's public key, and wherein said means for obtaining and sending a cretft card number of said user 
to said server comprises: 

means for prompting said user to input said credit card number; 
means for receiving a random number from said server; 
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means for obtaining said server's public key from said volume; 

means for double-encrypting said credit card number first with said random mjmber and then with said server's 

pubfic key into a double-encrypted data; 

sending said double-encrypted number to said server; 

85. A system as defined in claim 84, wherein said means for said client obtaining and sending a credit cand number of 
said user to said server further comprises: 

means responsive to a positive resuft of random number check from said server for starting a next process; and 
means responsive to a negative result of said random number check from said server for displaying a message 
indicative of a failure in said random number check and quitting the operation for said selected appficatioa 

86. A system as defined in claim 72, wherein: 

said means for deciding to use one comprises means for deciding to use a lirrirt-attached play mode; and 
said sending to said server includes sending a limit vabe associated with said mode code, and wherein said 
means for playing said selected application further conprises: 

means operative prior to operation of said application play means for receiving from said server a limit check 
resuft indicative of whether a limit value associated with said mode code has been reached; and 
means responsive to an over limit case of said resuft for starting a next operation. 

87. A system as defined in claim 66, wherein said limit value is one of effective date and time. alowabte expiration date 
and time, a maximum amount of play time, and an allowable access count 

68. A system tor controlling through a communication network a client device to play a ojstributed application package 
in one of predetermined play modes, wherein the application package contains a data set encrypted with an 
encrypting key (a K-encrypted data set) for each of at least one application and volume control data for use in con- 
trolling operation of the system and the client and the volume control data includes a volume ID. an issue number, 
an application ID for each of said applcatfons, and a mode code for said volume or mode codes for said applica- 
tions, the system comprising: 

volume data table for storing, for each volume, said volume ID, said issue rturnber, said mode code for said vol- 
ume, and said application ID and said mode code for each of said applications; 

means for receiving a service request a volume ID, an issue number, an appfication ID and a mode code and 
other data from said client; 

means for storing said received application ID, said received mode code and other data in appropriate fields of 
a record identified by said volume ID and said issue rturnber; 

nieans responsive to a determination tr^ ID and said issue number 

in said volume data table for adcSng said record in said volume data table and storing said received application 
ID and mode code and said other data in relevant fields of said record; and 

means operative on the basis of said received rnode code for deciding to subsequently passing the control to 
means for supporting a play mode associated said received mode code. 

89. A system as defined in claim 88, wherein said means for supporting a play mode at least comprises means for sup- 
porting application play means, of client for simply playing an application identified by said received application ID, 
and wherein said means for supporting said application play means of said client comprises: 

first means for associating a given volume ID with a corresponding encrypting key; 

second means for associating both a given volume ID and issue number with a corresponding user's pubfc 

key; 

means for retrieving an encrypting key associated with said received volume ID from said first means; 

means for retrieving a user's pubfic key associated with said received volume ID and issue number from said 

second means; 

rreansfordouBe-enciTptTng 

a double encrypted data; and 

sending said doutte-encrypted data to said client 

90. A system as defined in claim 89. further comprising an appi foatfon data table for storing data for each kind of appli- 
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cation, wherein said received mode code defines a free play mode, and wherein said means for supporting a play 
mode associated said received mode code comprises: 

means, activated prior to an operation of said means for supporting application play means of said client for 
retrieving an expected play time associated with sad received appficatkxi ID from said application data table; 
and 

means for sending said expected play time to said client 

91. A system as defined in claim 89, wherein said received mode code defines a free play mode, and wherein said 
means for supporting a play mode associated said received mode code comprises: 

means for measuring, as a measured play time, a duration of application play; 

means for adding said measured play time to a play tone meter associated with said received mode code in 

said volume data table to obtain a total amount of playtime; and 

means for sending said measured play time and said total amount of piay time to said client 

92. A system as defined in claim 91, wherein said means for measuring a duration comprises: 

means responsive to a notice of the start of operation by said application play means of said cfient for starting 
a timer; and 

means responsive to a notice of the end of said operate* for stopping said timer. 

93. A system as defined in claim 91, wherein said means for measuring a duration cornposes: 

means for receiving a measured duration from said client. 

94. A system as defined in claim 88, wherein said received mode code defines a charged play mode, and wherein said 
means for supporting a play mode associated said received mode code comprises: 

means for receiving a credit card number of said user from said server; 

means, responsive to a determination, from a verification of said crecSt card nuntoer, that said credit card 
number is not valid, for informing said client of invalidity and quitting the cp^ 
a piay mode; 

means, responsive to a determination, from said verification of said crecfit card number, that said credit card 
number is valid, tor informing said client of a validrty and proceeding to a next operation; and 
means for charging said play to said credit card number. 

95. A system as defined in claim 94, wherein said means for supporting a play mode associated said received mode 
code further comprises: 

means activated prior to operation of said application play means of said cfient for retrieving an expected 
charge from said application data table by using said received application ID; 

means for calculating a sum of said expected charge and a value of a charge meter associated with said 
received volume ID or application ID depending on said received mode code; 

means operative prior to operation of said application ptey means tor sending said expected charge and said 
sum to said cfient; and 

means responsive to a receipt of a message of quitting for quitting said means for supporting a play mode. 

96. A system as defined in daim 94, wherein said means for receiving a crecfit card number of said user from said 
server comprises: 

means for generating a pseudo random number; 
means for storing said pseudo random number in memory; 
means for transmrtting said pseudo random number to said client; 
means for waiting for a cfoubte-encrypted data from said client; 
means for obtaining a servers secret key; 

means for decrypting said double-encrypted number with said server's secret key into a decrypted random 
number and another decrypted data; and 
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means for decrypting said another encrypted data with said transmitted random number to obtain said credit 
card number. 

97. A system as defined in claim 96, wherein said means tor obtaining a user's secret key comprises means for reading 
s said user's secret key from a portable memory of said user. 

98. A system as defined in claim 96, wherein said means lor receiving a crecfit card number of said user from said 
server further comprises: 

w means responsive to a determination, made prior to said decrypting said another, that said decrypted random 

number coincides with said pseudo random riunto which res been stored m said men^ 
We message to said client and proceeding to a next operation; and 

means responsive to a determination, made prior to said decrypting said another, that said decrypted random 
nurtoer does not coincide with said pseudo rarictam ramtoer wftch has been store 
75 a disable message to said client and quitting said supporting a play mode. 

99. A system as defined in claim 88. wherein: 

said received mode code defines a limit-attached piay mode; and 
20 means for receiving a service request further receives a limit value associated with said mode code, and 

wherein said means for supporting a play mode associated said received mode code comprises: 
means for proceeding to a next operation only if the value of a software meter associated with said mode code 
in said volume data tabte is under said fimrt value; and 

means for senolng a message irtforrrung an over Irnit to said dent and quitting fre operation of said means for 
25 supporting a play mode associated said received mode code if the value of a software meter associated with 

said mode code in said vokime data table is not under said limit value. 

100. A system as defined in claim 99, wherein said limit value is one of effective date and time, allowable expiration date 
and time, a maximum amount of ptay time, and an allowable access count 

30 

101. A system as defined in any of claims 54, 73 and 75, wherein saWrneare for obtatar^ 
means for reading said user's secret key from a portable memory of said user. 

1 02. A system as defined in claim 28 or 29, wherein said means for obtaining said secret key oomprises means for read- 
35 ing said user's secret key from a portable memory of said user. 

103-A method as defined in any of claims 10. 11. 19. 21, 22 and 55, wherein said application package is recorded on a 
package media. 

40 104.A method as defined in claim 1 03. wherein said package media is of a write-once type, and sod client is a system 
capable of playing said package media of said write-once type. 

105. An application package as defined in clam 1. wherein said package media is distributed to a purchaser thereof or 
a subscriber thereof via a transmission media. 

45 

106. A system as defined in any of claims 28, 29, 37, 39, 40, 70 and 88. wherein said application package is recorded 
on a package mecfia. 

107. A system as defined in claim 106, wherein said application package is recorded on a package media of a write- 
so once type 

108. A system as denned in claim 1 06, wherein at least a part of sad vokime control data is recorded, after manufac- 
turing said package meda. in an area different from a data area where said at least one application is recorded. 

55 109.A system as defined in claim 108, wherein said client is a system provided with means for playing said package 
media of said write-once type. 

110.A system as defined in any of claims 28. 29, 37. 39, 40, 70 and 88. wherein said application package is recorded 
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on a DVD and at least a part of said volume control data is recorded, after manufacturing said package media, ina 
BCA (burst cutting area) of the DVD, and wherein said client is a system provided with means for playing said DVD. 

1 11^ rnethod as defined in any of claims 10, 11, 19, 21, 22, 43 and 55, wherein the application package has been drs- 
trfcuted to a purchaser thereof a a subscriber via e transmission media and at least a part ol said volume control 
data has been added to said application package after preparing said application package. 

112^ system as defined in any of ciaims 28, 29, 37, 39, 40, 49, 70 and 88, wherem said application pacta^e has been 
distributed to a purchaser thereof or a subscnber thereof via a transmission mecfia and at least a part of said vol- 
ume control data has been added to said application package after preparing said app&cafon package 
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